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Mobile IPv6 Binding Update - Return Routability Procedure

Abstract

The Return Routahility Procedure (RRP) attemps to provide basc auherticaion and integity for Mobile
IPv6 Binding Updates without relying on Public Key Infragructure (PKI). This projectamlyzesthe RRP with
the Murphi model checker and verifi esprotocal desgn decisions through arational recanstruction approach
Two major attacks arediscoveredin the final verdon of the protocol and two solution ideasare discussed

I. Background

As arepacenert to Mobile IPv4, Mobile IPV6 is a standardthat presents a metod for mobile nodesto
maintain connectivity asthey move across diff erent networks (and hence change I P addresses. It is assumed
that all mobile nodes(MN) have anassociated OtomeCnetwork with a correponding permarernt home IP
address. Furthermore, eachhome network contains a home agent (HA) regponsible for tracking these mobile
nodesasthey move around differert networks. OnceaMN movesinto a foreign network, acquiring anew IP
address - calleda care-of address (CoA), the MN isrequiredto regster this address with its HA viaabinding
update. This binding update is issued over anIPSec tunnel, using an IPv6 secuity association, to protectits
integriity and auherticity. Giventhis, a corregpondent node (CN) canmaintain communicaion withaMN
evenasthe MN switchesnetworks, using OndirectroutingOwith packets being relayed by the HA.

In order to optimize this and communicaie directy with the CN, the MN canissue anadditional binding
update to the CN. The auherticity and integrity of this particular binding update camot be secued using
IPSecsinceit camot be assumedthat a common PKI exists betweenthe two nodes In order to have some
assurance of the validity of this binding update, analtemate method is used the Return Routakility Procedure.

[1. Protocol Description

The protocal works asfollows. The CN providesthe MN with two keygentokens sert through two
different paths (one sert to the home address of the MN, and one sert to the care-of address of the MN), ard
these two tokers are used by the MN to compose avalid binding update to the CN. More specifically, these
two tokens areusedto create akey for anHMAC thatis sernt asa part of the final binding update mesage,
whichisverified by the CN. Figure 1 displays a diagram of the mesagesexchangedin the protocal. Plea®
referto Appendix A for adetaileddescription of these mesages [1]
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Figure 1: RRP Protocol Diagram, [2]

[11. Security Properties

The secuity propertiesof the RRP are all based on ensuring that Mobile | Pv6 is assecure asl Pv4 without
mobility. This requiremert is much more GelaxedOthan other traditional security protocols. Many of these
propertiesare basedon prevening atacks that would have beenpossible if binding updateswerenot secue,
and could therely introduce security holesnot presernt in IPv4. Below isalist of some of these attacks: [3]
1) Bombhing attack intruder providesa fake careof addressin abinding update and is able to bomb an
innocert node with unwarntedtraffic.
2) Redrecton/hijackattack intruder provideshis own address asthe careof addressin a binding update to
redrecttraffic to himself.
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3) Reflection and amplificaion attacks.
4) Binding update repday attacks.

Attacker scerarios

1. All nodesarehoned; thereis anoutside atacker thancanhave acess to one or more paths
2. MN isdishoned; the atacker acts asthe MN

3. CN isdishoned (we do not consider this case to limit scope of our amalysis)

4. HA isdishoned (we do not consider this case to limit scope of our analysis)

Secuity properties(Murphi invariants)
1) Legtimacyof the final binding known to the correpondent node: GDnce a binding update hascompleted,
the home ard care-of address in the fi nal binding known to the corregpondert must refer to the same node. O
2) Keygentokers secrecy. OAn intruder may never obtain acces to both the care-of and home keygentokers
unless the intruder is acting asan hones mobile node O
3) Autherticity of MN: Ohenever a CN i completesa session (apparertly with some MN j), thenit must be
thatj hascompleted a session with iO.We needtwo invariarts in this cas, one for each of the addresses

a) Autherticity of MN care-of address

b) Autherticity of MN home address
4) Autherticity of CN: QWhenrever aMN i completesa session (apparertly with some CN j), thenit must be
thatj hascompleted a session with iO

V. Rational Reconstruction

We used arational reconstruction approachto analyzing the RRPin Murphi. Thisinvolvesbuilding up the
protocal from the bottom-up in incremertal vergons. Below we defail the incremertal versons, each of which
corregpondsto a differert Murphi model. The fifth and final verdon constitutes the complete protocal.

Version #1

- Initial vergon with only the care-of ted init, hometed, and binding update mesages

- Careof init message must contain the home address of the mobile node (since we donOtave a home-init).
Invari ants used: 1, 3a, 3b

Notable Attacks:

1) Bombhing attack without acces to any paths: Intruder gereratesa valid binding update using his own home
address and care-of address of atarget node. This will redrecttraffi c to anunwantedhost addressabe at the
givenCoA. Violatesinvariart #1 and #3a.

Version #2

- Addedthe care-of ted mesage sert from the CN to the MN; this wasdone to prevent the bombing attack
(without access to any paths) we found in versgon #1.

Invari ants used: 1, 2, 3a, 3b

Notable Attacks:

1) Bombhing attack with aceess to CN-MN path: Intruder gereratesa valid binding update using his own home
address and care-of address of atarget node. Intruder receivesthe home keygentoken, and must sniff/intercept
the care-of keygentokenon route from the CN to the target node. Violatesinvarians #1, #2, and #3a.

2) Redrecton attack with acces to CN-HA path: Intruder gereratesavalid binding update using the home
address of atarget node and his own care-of address. Intruder receivesthe care-of keygentoken, and must
sniff/ interceyt the home keygentokenon route from the CN to the HA. This will redrectthe target nodeOs
traffic to the intruder. Violatesinvariants #1, #2, and #3b.

3) Reflecion and amplification attack (not found with Murphi).

Version #3

- Addedthe hometed init message sent from the MN to the CN through the HA; this wasdone to prevent the
reflecion and amplification attacks found in verdon #2.

- Now, the careof init mesage doesnot have to include the home address of the mobile node; the home
address cannow be conveyedto the corregpondert node viathe homeinit mesage.

Invari ants used: 1, 2, 3a, 3b
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Notable Attacks:
- Bombing and redrection attacks from verson #2 arestill possible.
1) State exhaustion of the corregpondent node (not found with Murphi)

Version #4

- Added nonce/nonceindex for CN; this wasdoneto prevert CN state exhaustion attackfound in verson #3.
Invari ants used: 1, 2, 3a,3b, 4

Notable Attacks:

- Bombing and redrection attacks from verson #2 arestill possible.

1) Binding update repay attack An attacker canrepay avalid binding update mesage that waspreviously
usedby anhoneg MN and honed CN. This would cause the most damage if done after the MN hasmovedto a
new locaton (acquired a differert CoA) and the attack repayed anolder binding update to anoutdated CoA,
therely interrupting communicatons betweenthe MN and CN (not found with Murphi).

2) Binding update prevertion atack An attacker canspoof afake care-of teq and/or hometed regdy mesages
to the mobile nodeOsnit mesages(before the honeg corregpondert doesso) without acces to ary paths. MN
thensends a binding update to the CN and the CN will not accep it becawse the tokens do not matchits own,
oritisnot yetin a state to receive abinding update message. This attackbagcally prevertsthe MN from
providing avalid binding update to the CN so itOsot too major. Violatesinvariart #4.

Version #5 (Final verdon - Complete protocal)

- Added cookiesto the MNOsnit mesages(cookiesare bascaly just nonces to prevert the binding update
prevertion attackin verdon #4. Cookiesare usedto verify thatthe home ted or care-of tes mesagesmatch
the hometed init or careof ted init messages, reecively. These cookiesalso serve to ersure that parties
who have not seenthe init requeds camot spoof regponses

- Added sequence numbersto the final binding update mesage to preven repay atacksin verson #5.

- Note: we do not model the fi nal binding update ACK sincethis message is not requiredin the RRP!
Invariant used: 1, 2, 3a, 3b, 4

Attacks:

- Bombing and redrection attacks from verson #2 arestill possible.

- There are other ways to perform the binding update prevention attack, but the attacker now need accesto
one or more paths. Some examplesare that the attacker canintercep one (or both) of the ted mesagesand
gererat a corregponding valid regy, or prevert the final binding update message from going through. Both
will prevert abinding update from occurring betweenthe MN and CN, still fairly minor.

V. Assessment of Attacks

We found no attacksin the final verson of the RRP without the attacker intercepting on atleag one path.
Thisis good sinceit approximatesthe security propertiesof non-mobile |PVA. If the security goal of being at
leas assecure asregular IPv4 is takento meanthat an atacker must be able to intercep on atlead one path to
succesfully execute anattack thenasfar asour analysis hasshown, the RRP mees its security goals.
However, if the RRP security goals are underdood to provide the extra assurance that an attacker would have
to be abeto intercept on two paths, thenthe following attacks are possible on the RRP.

1) Situation: Attacker canintercep betweenthe CN and a Target Node

Attack Bombing attack (reconstruction: vergon #2, attack#1)

Thisis a serious attack for threereasons:

a) Thisattackcanbe usedto direct a Dernial of Service (DoS) or Distributed DoS (DDoS) packet fl ood
attackfrom one or more chosen CN(s) to atarget node or network. The target canbe any IPv6 node
(mobile or not).

b) Thisatackisrelatively eay to execute, sincethe attader canchoose the CN(s) and cantherefore
influencethe path on which he/she must intercef.

¢) The RFC doesnot make any assumptions about the seaurity of the CN b Target path. This attack holds
evenif all secuity assumptionsinthe RFC arein place.

Limitations:

a) Thedefaut timeaut for aMIPv6 binding is5 minutes This mears the attacker must repeatthe

bombing attackto sustain a DoS atack for more than5 minutes



Andre Encarnacao, Greg Bayer, March 2008

2) Situation: Attacker canintercep betweenthe CN and HA
Attack Redrection / hijack attack (reconstruction: vergon #2, attack#2)
Thisisasignificart attack

a) Thisattackcanbe usedto redrectthe traffi c from agivenCN intendedfor agivenMN to anarhitrary
address (possibly the attacker). This may allow the attackerto receive sersitive informaton intended
for the MN and also create atemporary DoS for the MN (until they canre-egallish the binding or fall
backon the indirectconnecton viathe HA).

Limitations (why it isless of aconcernto us thanthe bombing attack above):

a) Thisattackis somewhat more diffi cult to execute. The target must be aMN who hasanactive binding
with a CN (attacker camot target any IPv6 node). The attacker must have prior knowledge of an
existing HA-CN connecion and the ahility to intercep on this path. The attacker camot choose the CN
or the route on which he/she must intercef.

b) The RFC notesthat attacker interception on the HA-CN path is unsafe and says that anattacker
interceping on this path (HA-CN) is equivalent to whatis possiblein IPv4. [1]

3) Situation: Attacker canintercep betweenthe CN and HA or betweenthe CN and MN

Attack Binding Update Prevertion attack (recanstruction: verson #5)

Thisisaminor attack

a) Thisisanother DoS attackthat doesnot require acces to two paths. The form of this attack wherethe
attacker interceps aninit cookie and thencreakesa correonding valid tes mesage containing an
invalid tokenis somewhat more damagng thanthe other version wherethe attacker simply drops the
BU mesage.

Limitations:

a) The MN canretry the binding update immedately and in the worst case (if the attacker continuesthe
attack on subsequert binding update atemps), the MN cansimply fall backon theindirectconnecton
viathe HA. Whilethisis certainly areal DoS attack, a network attacker is commonly assumedto have
the ahility to interferean exchange in this way (e.g. by dropping a packet).

V1. Possible Solutionsto Attacks
1) Ideato minimize Bombing Attack damage
CN sends anadditional message after the binding update (BU) is completedand it hasstarted sending
normal traffic to the MN viathe new CoA. After 15 seconds (or some rea®nakle amaunt of time), it sendsa
Binding Update Verificaion (BUV) message with a new nonceto the MN. If the MN doesnot regpond with an
acknowledgemert containing the verifi caion nonce within another 15 seconds, the connecion is terminated
Thisideais primarily desgnedto minimize damage from a bombing attack where the attacker redrects all
his traffic to atarget MN (or other node). The ideais to identify whether the node atthe CoA (called MN here)
realy wansto receive this traffic and to do so in away thatis non-trivial for the attackerto circumvert.

Same casswe considered

1) Bombing/(D)DosS attack: CouldnOthe attacker just interceqt the BUV, since he is alread/ betweenthe
CN and MN? If the binding update wasinitiated by anattacker who hasexecueda DoS attack against
MN, thenthe network will be cloggedand the BUV will not getthrough to where the intruderis maost
likely located (close to the MN, since he maywart to intercept tokens from more thanone CN to MN to
increae the strength of the attack). This cas is what motivatedthe BUV to be sert after starting to serd
traffic: so that the DoS traffi c would be detectable by the BUV not getting through.

2) Not a DoS attack, but still invalid: If the BUV malkesit through to the MN and they did not initiate this
BU, thenthey cancarcel the unwantedtraffic with aresponse, or by simply not regponding.

3) Valid/honest BU: If thiswasavalid BU initiatedby the MN, thenit cansimply acknowledge the BUV.
Note: This may create the possibility for anew DoS attack intruder mayintercep the BUV for avalid
BU and cause the optimized connecion to be terminated. However, thisis much less serious, since
invalidating the BU is normally possible for the intruder by simply blocking BU packets. The MN ard
CN canfall backto the un-optimizedroute and communicat indirecly viathe HA.

2) Use Cryptographically Generated Addresses(CGA) [4] BDRedirection Attack
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Having the nodesinvolvedin the RRP use CGAs makes message spoofing more diffi cult. More specifically, it
hasthe following berefits:

a) Makesit very difficult for anattacker to execute aredrecion attack sincethe attacker must now know
the public/private key pair that maichesthe CGA for the MNOsome address. This givesus someof the
berefits of public-key signatureswithout infragtructure.

b) Unlike the solution to minimize DoS damage proposed above, thisideadoesnot require additional
protocol messages It doesrequire some additional processing to redacethe regular IPv6 addressesin
the RRP messageswith CGAs and additional fields to send the public key and signature.

VI1I. Security Tradeoffs

The security vs. effi ciency tradedf is something we thought about alot once we starting trying to think of
vialle solutions to the attacks we found. The first possible solution we consideredwasone proposed by
Prdfessor Mitchell and ArnabRoy at Stanford Univerdty to one of the primary desgnersof the RRP (Tuomas
Aura[3]) in 2005. Interesingly, we also got to see AuraOsegponse to the idea. His pergective wasthat
although RoyOsi x would have mace the protocol more secure, he could not justify the associated
implementation and effi ciency cost (in this case, forcing all HAs/routersto check for a mobility heacer). Since
increasng secuity oftenrequiresincreagd processing, additional mesages and/or the general overheadof
implemerting changes this tradedf is someting that we decidedto consider.

Cost of implementing the two solutions we proposed
1) No changesto the existing messagesof the protocol: Requiresadditional mesagesand associated
processing atthe end of the protocdl. May be unaccepable if additional messageshave too high an
implemenation cast.
2) No additional protoca mesages Requiresadditional fi elds within existing mesagesand processing of
CGAs. May be more aceptabe thansolution 1 if CGA support is alread/ availade and overheadis low.

Another consideraion that we lookedinto wasthe use of Public Key Infragructure. Although we did not
model this verson of the protocal, it seemsclearthat PKI could prevert the attacks we found and provide
strong secuity for MI Pv6 Binding Updates(the MN and CN would be alle to securely autherticatke each
other). In addition, it seemsthat using PKI would most likely reducethe number of mesagesin the protocal,
sincethe two path-based authenticaion would no longer be required. However, using PKI would limit the use
of MIPv6 Binding Updatesto nodesthat share acces to such infragructure. For example, this might limit
widegpreaduse of MIPv6 Binding Updatesto corporate environmerts wherePK | is alreads widely depoyed
Whilethisis not exacly a security vs. efficiency tradedf, it is asimilar situation wheresecurity guarantees
must be weighed against implementation consideraions. The dedgnersof the RRP made the decision that
efficiency and widegpreaddepoyahility were more importart thanperfectsecurity. [3]

VI1II. Conclusion

After readng the RFC and somerelated papers we wrote out the protocol details and started thinking
about themin aformalizedway. This helpedusto understand and start considering possible attacks. By coding
thisformalizaion in Murphi, we verified the known attacks that mativated the desgn of eachstage of the
protocal. We also discoveredtwo significart attacks to which the final verson of the protocal isvulnerabie.

Finally, we consider two potertial solutions and the associated costs. If found effective, our first ideafor a
solution could potertially be appliedto minimize DoS attackdamage in mary other situations. Our second idea
simply noticesthat CGAs allow usto apply some of the berefits of public-key signatureswithout
infragructure. In our lag section, we look at some concerns that are certral to both the original desgn of this
protocal and to whether our solutions areviale.

IX. References

[1] D. Johnson, QViobility Support in IPv6.ORFC 3775, IETF Network Working Group, June 2004.

[2] I.Ahmed, et al., Binding Update Authentication Scheme for Mobile |Pv6,0l nformation Assurance and Security
2007, pages 109-114, August 2007.

[3] T.Aura, QMobile IPv6 Security.Oln Proceedings of Security Protocols, 10th International Workshop, volume 2845,
pages 215-228, Cambridge, UK, April 2002.

[4] T.Aura, GCryptographically Generated Addresses (CGA).ORFC 3972, IETF Network Working Group, March 2005.

5



Andre Encarnacao, Greg Bayer, March 2008
Appendix A DPRRP Protocol M essages

General Degriptions:

Kcn: A OmdeCkey gererated by corregpondert node thatis arandom number, 20 octets in length.

Nonce: A ranrdom number of any length (64 bits is recommended), gererated at regular intervals, and may be
storedin anarraywith the nonce indexindicatng array position

la: Home Ted Init message
Source: Home address, Dedination: corregpondent
Conterts:

Homeinit cookie D64 bit random value

1b: Care-of Ted Init message
Source: Careof address, Dedination: corregpondert
Conterts:

Care-of cookie D64 bit random value

2a: Home Ted message

Source: Correpondert, Dedination: home address

Conterts:
Homeinit cookie Breceived from mobile node
HomekeygentokenbFirst(64, HMAC_SHA1(Kcn, (homeaddress | nonce| 0)))
Homenonceindex Didertifieswhich nonceis being usedin this mesage

2b: Care-of Ted message

Source: Corregpondert, Dedination: care-of address

Contents:
Care-of init cookie Brecevedfrom mobile node
Care-of keygentokenbFirst(64, HMAC_SHA1(Kcn, (careof address | nonce| 1)))
Care-of nonce index Bidertifieswhich nonceis being usedin this mesage

(Note: noncesin 2aand 2b canbe differert)

I Mobile node calculateskKbm = SHA1(homekeygentoken| careof keygentoken)

3: Binding update message
Source: care-of address, Dedination: correspondent
Contents:
Seqlence number D 16-bit unsignedint
Homenonceindex Breceved from correspondent
Care-of nonceindex Breceivedfrom correpondent
MAC = First(96, HMAC_SHA1(Kbm, (care-of address | correpondert | BU message))
I Corregpondent node verifiesthe MAC and creatsa Binding Cacte ertry for the mobile.

4: Binding Acknowledgment message (optional)
Source: corregpondent, Dedination: careof address
Contents:
Sequence number B 16-bit unsignedint; sameasbinding update received
MAC = First(96, HMAC_SHA1(Kbm, (care-of address | correpondert | BA messace)))



